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DETAILED ACTION 



1. 



Applicant's arguments filed July 6, 2005, have been fully considered. 



2. 



Claims 1-23 are pending and have been examined. 



Response to Amendment 



3. The objection to the drawings is withdrawn. Examiner has interpreted page 7 of 
the amendment, "the second sheet, which includes fig. 3", as "the second sheet, which 
includes fig. 4". 

4. The objections to the disclosure and to the abstract of the disclosure are 
withdrawn. 

5. The objections to claims 10 and 22 are withdrawn. 

6. In response to applicant's arguments against the references individually, one 
cannot show nonobviousness by attacking references individually where the rejections 
are based on combinations of references. See In re Keller, 642 F.2d 413, 208 
USPQ 871 (CCPA 1981); In re Merck & Co., 800 F.2d 1091, 231 USPQ 375 (Fed. Cir. 
1986). 

7. Regarding the arguments against Cox et al. (US Patent Number 6,154,571 , 
hereinafter "Cox"), Examiner is not using Cox to teach "combining the numerical values 
in accordance to a hashing function to derive a numerical value for WM". Furthermore, 
Applicant is arguing about features not found on the claim language. Examiner reads 
the claims in light of the specification, to thereby interpret limitations explicitly recited in 
the claim. The claim language is not limited to watermarks to prevent a song or track 
from being illicitly read from a CD, but to applying watermarks to digital content 
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(emphasis added). Fridrich et al. (NPL "Robust Hash Functions for Digital 
Watermarking", hereinafter "Fridrich") teaches using a hash function to derive the 
numerical values. 

8. . It was also known at the time the invention was made that songs included in a 
compact disc had an identification of a song (a numeric value, song title, etc). 
Combining values using a hash function was extremely conventional and well known in 
the art. Furthermore, an image was considered at the time the invention was made 
analogous to a song or track (an image, like a song, typically represents a file in a CD). 
Therefore, adding a watermark to a song or track would have been obvious in view of 
the prior art available at the time the invention was made. 

9. Assuming arguendo that the combination as stated by Examiner does not 
disclose the claimed invention, Jacobs (US Patent Application Publication 
2001/0055391) teaches watermarks for songs that include ID information of a song, 
name of the song, artist name, etc (page 4). Jacobs does not expressly disclose using a 
hash function to combine these parameters, but in view of Fridrich, it would have been 
obvious to combine the two, and use a hash function to create the watermark in Jacobs. 
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Claim Rejections - 35 USC § 103 

10. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

11. Claims 1-5, 9-16 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Cox, and further in view of Fridrich, 

Regarding claim 1, Cox teaches a method, comprising: applying watermarks 
WMi...WM k ...WM N to sections of 1...k...N of digital content on a recording medium 
having an identification number (CDID); combining numerical values representing the 
CDID, N and k (column 5, 60-67, column 6, lines 1-5). Cox does not disclose 
concatenating values and using a hashing function. However, Fridrich teaches 
combining numerical values in accordance with a concatenated hashing function to 
derive a numerical value for WMj; and applying the numerical value for WMj to section i, 
where i is selectively each of 1...N (section 6, Generating a watermark using the hash", 
column 1). Therefore, it would have been obvious to one having ordinary skill in the art 
at the time the invention was made to concatenate the numerical values using a 
hashing function. One of ordinary skill in the art would have been motivated to perform 
such a modification to generate a pseudo-random sequence of a desired length 
(Fridrich, section 6, Generating a watermark using the hash", column 1). 

Regarding claim 2, the combination of Cox and Fridrich teaches the limitations 
as set forth under claim 1 above. Furthermore, Cox teaches a method of checking the 
watermark of section j of read digital content having watermarks applied in accordance 
with the method of claim 1 comprising determining the numerical values of CDID, j and 
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N from the read digital content, determining the watermark WMj a actually read from 
section j, combining the determined numerical values of CDID, j and N by using the 
same hashing function that is used to derive WMj to derive a digital signal for the 
watermark WMj r that should be read from section j, and comparing the digital signal for 
the watermark WM jr that should be read from section j with an indication of the 
numerical value for the watermark WMj a actually read from section j (column 5, 60-67, 
column 6 t lines 1-5). 

Regarding claim 3, the combination of Cox and Fridrich teaches the limitations 
as set forth under claim 2 above. Furthermore, Fridrich teaches wherein CDID is read 
directly from the medium and WMj r that should be read from section j is derived from 
H(CDIDONOj), where H is the hashing function and 0 is the concatenation of numbers 
(section 6, Generating a watermark using the hash", column 1). 

Regarding claim 4, the combination of Cox and Fridrich teaches the limitations 
as set forth under claim 2 above. Furthermore, Fridrich teaches wherein the correctness 
of the recorded CDID is determined by performing a calculation on value WM ja actually 
read from section j (section 6, Generating a watermark using the hash", column 1). 

Regarding claim 5, the combination of Cox and Fridrich teaches the limitations 
as set forth under claim 4 above. Furthermore, Cox teaches wherein H(CDID) is 
determined by subtracting H(Nj) from the value of WM ja actually read from section j 
(column 5, lines 59-67). 

Regarding claim 9, Cox teaches a recording medium assigned with a numerical 
ID number (CDID), the medium including digital content, at least some of the digital 
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content having watermarked sections 1...L.N (column 5, 60-67, column 6, lines 1-5). 
Cox does not expressly disclose the watermark in section i having a numerical value in 
accordance with a hashed concatenated function of CDID, N and i. However, Fridrich 
teaches the watermark in section i having a numerical value in accordance with a 
hashed concatenated function of CDID, N and i (section 6, Generating a watermark 
using the hash", column 1). Therefore, it would have been obvious to one having 
ordinary skill in the art at the time the invention was made to concatenate the numerical 
values using a hashing function. One of ordinary skill in the art would have been 
motivated to perform such a modification to generate a pseudo-random sequence of a 
desired length (Fridrich, section 6, Generating a watermark using the hash", column 1). 

Regarding claim 10, the combination of Cox and Fridrich teaches the limitations 
as set forth under claim 9 above. Furthermore, Cox teaches wherein the digital content 
includes media content (column 5, lines 26-30, 59-65). 

Regarding claim 11, Cox teaches an apparatus adapted to apply watermarks 
WM 1 ...WM k ...WMN to sections 1...k...N of a recording medium adapted to have an 
identification number (CDID) and to include digital content in at least sections 1...k...N, 
the apparatus comprising a processor arrangement for combining for each of 1...k...N 
digital signals indicative of CDID, k and N (column 5, 60-67, column 6, lines 1-5) and a 
write unit for applying the hashed concatenated output signal to the recording medium 
(column 4, 26-38, column 9, lines 40-49). Cox does not expressly disclose the signals 
indicative of CDID, k and N being combined in accordance with a concatenated hashing 
function to derive a hashed concatenated output signal. However, Fridrich teaches the 



Application/Control Number: 09/986,102 Page 7 

Art Unit: 2136 

signals indicative of CDID, k and N being combined in accordance with a concatenated 
hashing function to derive a hashed concatenated output signal (section 6, Generating a 
watermark using the hash", column 1). Therefore, it would have been obvious to one 
having ordinary skill in the art at the time the invention was made to concatenate the 
numerical values using a hashing function. One of ordinary skill in the art would have 
been motivated to perform such a modification to generate a pseudo-random sequence 
of a desired length (Fridrich, section 6, Generating a watermark using the hash", column 

1). 

Regarding claim 12, Cox teaches an apparatus adapted to check the validity of 
digital watermarks in sections 1...k...N, of a digital recording medium having an 
identification number (CDID) and digital content recorded in at least sections 1..J...N of 
the medium, the apparatus comprising a read unit for reading the digital content and the 
watermarks and for deriving digital signals indicative thereof, a processor arrangement 
connected to be responsive to the read unit for determining (a) the numerical value of 
bits WMjr in watermarks that should be recorded in at least some of sections 1..J...N 
(column 5, 60-67, column 6, lines 1-5), (b) the numerical values of bits WMj a actually 
read from the medium (column 5, 60-67), and (c) the relative values of WMj r and WMj a 
(column 6, lines 1-15). Cox does not expressly disclose watermarks in accordance with 
a hashed function of concatenated values of a determined value of CDID combined with 
H, j and N. However, Fridrich teaches watermarks in accordance with a hashed function 
of concatenated values of a determined value of CDID combined with H, j and N 
(section 6, Generating a watermark using the hash", column 1). Therefore, it would have 
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been obvious to one having ordinary skill in the art at the time the invention was made 
to concatenate the numerical values using a hashing function. One of ordinary skill in 
the art would have been motivated to perform such a modification to generate a 
pseudo-random sequence of a desired length (Fridrich, section 6, Generating a 
watermark using the hash", column 1). 

Regarding claim 13, the combination of Cox and Fridrich teaches the limitations 
as set forth under claim 1 1 above. Furthermore, Fridrich teaches wherein the processor 
arrangement is arranged to respond to CDID as read from the medium and for 
determining WM jr and H(CDIDONOj), where H is the hashing function and 0 is the 
concatenation of numbers (section 6, Generating a watermark using the hash", column 

1)- 

Regarding claim 14, the combination of Cox and Fridrich teaches the limitations 
as set forth under claim 12 above. Furthermore, Fridrich teaches wherein the processor 
arrangement is arranged for calculating the value of CDID in response to the value 
WMja actually read from section j (section 6, Generating a watermark using the hash", 
column 1). 

Regarding claim 15, the combination of Cox and Fridrich teaches the limitations 
as set forth under claim 14 above. Furthermore, Fridrich teaches wherein the processor 
arrangement is arranged to respond to CDID as read from the medium and for 
determining WMj r as actually read from section j (section 6, Generating a watermark 
using the hash", column 1). 
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Regarding claim 16, the combination of Cox and Fridrich teaches the limitations 
as set forth under claim 15 above. Furthermore, Cox teaches wherein the processor 
arrangement is arranged to determine CDID by subtracting of H(N0k) from the value of 
WMj a actually read from section j (column 5, lines 59-67). 
12. Claims 6-8 and 17-18 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Cox and Fridrich, and further in view of Kocher et al. (US 
Patent Number: 6,289,455, hereinafter "Kocher"). 

Regarding claim 6, the combination of Cox and Fridrich does not disclose 
expressly wherein the value that should be read from section j is calculated in 
accordance with H(N0j) to derive a first hashed function, and combining the first hashed 
function with the determined value of an invertible 2 argument operation that is hashed 
by hashing function H. However, Kocher teaches wherein the value that should be read 
from section j is calculated in accordance with H(N0j) to derive a first hashed function, 
and combining the first hashed function with the determined value of an invertible 2 
argument operation that is hashed by hashing function H (column 20, lines 55-65). 
Therefore, it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to combine the hashed values. One of ordinary skill in the art 
would have been motivated to perform such a modification to provide for better security 
(Kocher, column 20, lines 55-65). 

Regarding claim 7, the combination of Cox, Fridrich, and Kocher teaches the 
limitations as set forth under claim 6 above. Furthermore, Kocher teaches wherein the 
invertible 2 argument operation is an exclusive or function (column 20, lines 55-65). 
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Regarding claim 8 t the combination of Cox, Fridrich, and Kocher teaches the 
limitations as set forth under claim 6 above. Furthermore, Kocher teaches wherein the 
invertible 2 argument operation is a modular addition function (column 20, lines 55-67). 

Regarding claim 17, the combination of Cox and Fridrich does not disclose 
expressly wherein the processor arrangement is arranged to (a) calculate the value that 
should be read from section j in accordance with H(N0j) to derive a first hashed function 
and (b) combine the first hashed function with the determined value of an invertible 2 
argument operation that is hashed by hashing function H. However, Kocher teaches 
wherein the processor arrangement is arranged to (a) calculate the value that should be 
read from section j in accordance with H(N0j) to derive a first hashed function and (b) 
combine the first hashed function with the determined value of an invertible 2 argument 
operation that is hashed by hashing function H (column 20, lines 55-65). Therefore, it 
would have been obvious to one having ordinary skill in the art at the time the invention 
was made to combine the hashed values. One of ordinary skill in the art would have 
been motivated to perform such a modification to provide for better security (Kocher, 
column 20, lines 55-65). 

Regarding claim 18, the combination of Cox, Fridrich, and Kocher teaches the 
limitations as set forth under claim 17 above. Furthermore, Kocher teaches wherein the 
invertible 2 argument operation is an exclusive or function (column 20, lines 55-65). 
13. Claims 19-23 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Cox and Fridrich, and further in view of Cox et al. (US Patent Number: 
5,915,027). 
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Regarding claims 19-20 and 22-23, the combination of Cox and Fridrich does 
not disclose expressly wherein the number of bits in the numerical value of WM k is in 
the range of 20 to 24. However, Cox et al. teach wherein the number of bits in the 
numerical value of WM k is in the range of 20 to 24 (column 8, lines 43-50). Therefore, it 
would have been obvious to one having ordinary skill in the art at the time the invention 
was made to use a pseudo-random noise in the range of 1 1-25. One of ordinary skill in 
the art would have been motivated to perform such a modification to protect digital 
content without incurring a high computational requirement (Cox et al., US Patent 
Number: 5,915,027, column 2, lines 36-52). 

Regarding claim 21, the combination of Cox and Fridrich does not disclose 
expressly wherein the numerical value is represented by 20 to 24 bits. However, Cox et 
al. teach wherein the numerical value is represented by 20 to 24 bits (column 8, lines 
43-50). Therefore, it would have been obvious to one having ordinary skill in the art at 
the time the invention was made to use a pseudo-random noise in the range of 1 1-25. 
One of ordinary skill in the art would have been motivated to perform such a 
modification to protect digital content without incurring a high computational requirement 
(Cox et al., US Patent Number: 5,915,027, column 2, lines 36-52). 
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Conclusion 

14. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

1 5. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to David G. Cervetti whose telephone number is (571) 272- 
5861 . The examiner can normally be reached on Monday-Friday 7:00 am - 5:00 pm, off 
on Wednesday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on (571) 272-3795. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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